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policies, and the policies in different network functions may also cause conflicts due to their own behaviors. In order

to verify the policies in SDN/NFV-based cloud network, the verification on policies between the network function and the

SDN device, as well as across the network functions were considered. A unified policy expression for analysis was summa-

rized, and policy verification scheme, framework and prototype implementation were proposed to verify the correctness of

polices in different scenarios, then experiments were conducted to justify the effectiveness and performance.

Keywords: policy verification, cloud network, software-defined networking, network function virtualization
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Table 1 Usability of representative policy verification tools in different scenarios
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Figure 1 Basic architecture of SDN
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Figure 2 Illustration on an entry of flowtable in OpenFlow switches
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TS I TR it Ry S0 W e B PR DR AR
SEBRE DLIEAT A, RGNS T 5 RS SRS 3 R R
BEAT N g IX 2 IRDA S FRA T s L ikt e X
YT S 4 2% AR DL S AZ I R 0 i

6 ET SDN BYSRERIGIUEFEZSS

BT BSOS IGAIE R SR, AR T
MmN T SDN SRS RAEHESE, WilE 6




%3

it 524%. 1) SDN/NFV R (IR 44 L it S 56 3l .+ 67 ¢

]
SDN#E % I Wt > AR AR
(SDNZ L) T
||= HIN—T>| SRWEEAT

%) 2 LI RE ||
L i
o) 2% SIT R 5K Wi

(Fik#E IDS/IPS. fRFH4E) e
h SR 2245 2R o 3% %@@@

SDN{Zil#s

SDNZE AL

—HQ

W 2444 B B

W% Thig

B 6 JT SDN [ 50 56 iF HESE

Figure 6 SDN-based policy verification framework

Fis. ZHESLLL SDN % K 1M 4% ) e SR s h i
N AL S SRS 5 |4 . PSR o R SRS 2 3
A5 3 AR e SRMEASIN 5 2,15 SR AT 2
T R RS ARG W25 R ) 265 ) REASL I 2 3 ST SR
PER it SRS ph o S 4R 5 4 AR A B O
LR 459 I 465 1) R 1 s 1 2 22 26 38 N 4% 1) g
H, Bl SDN 58 il gk B vl R s e 46 3
SDN A AL

155G, SDN #k5ms (JIZ21T77E SDN A #ehl
H) DL 28 D RE SR (G247 7ERH K% . IDS/IPS.
ARELEEPILE T RET D AR S A I 5 | B AN o
TE MG I 5 |2 e, 4% TR 56 ke SR s At A s 0t
ITHENT, M 3.4 AT WS — SR KR T
XN B T e, A AR BT 2 AR SR s
(RIZRT, e 4l R TR SRS 43 ) 326 380 8 TR SRE WS Ay
U325 R I 4% 3y B SR W AST N 8 T EA T A . ARG
SRMEATI A, SDN # K S n] LAEAT W 48 4
(T A B 2 A I, A T DK I 8 T e e s
HEATAS R CRIZE 5.1 15 op A A7), At
SDN A #e bl H1 -5 W9 265 Ty B 1) SR AN 5 s 76 9
LRI RESRME A 25, 148 D e SRR 2 AT AL
SR Chnss 5.2 5 RIS ), ORI 25 1)
BE IR SR AN PP SE o SRME AT I 5 | 25 v 1 P A S s
R 2% 25 5 ALt B SR 5 A b o PR
5 TR IS AT ) 5 | 28 oA 1 PR S s P S A DAy e 2
H LB GY, I LR A2 SR s A Ry i Hh R I 4
TREWE 2R A , AR TR e Be ARl ik SDN #5148 %2
BEOVIHE R RS, BU B BER A1k 2 T e SRS &
5 48 Dy i

TEAXHESL R A ST by, SREmg Rl 514, o
TR A AN 22 RE 285 LL SDN W FH B s AT
£ SDN il &5 . ASCEEET Python 535 1)
RYU il #8544 SDN #=fil48 . Horb, SEnsAs il
SN F A2 3 AN class, 3 515 N 5B R AT 2% «
e R SR MRS D25 0 1Y) 8% 1)) R SRE M Al 4 5 Pk
s N S AT I B A 2t 25 AR s SR
LALANIRH RYU #5852 4L 1995 T OpenFlow
IR MEN SN flow_mod Fl add flow Z%%
SDN #% e it , I HH A socket 15 17 H M
2% Dy Re M e 2RO B L V3T SR 1) e

7 SREMKS SR

AR SR FH b 3 S s 56 U A SR B R Sz T,
AAPERPEREIEAT 00T . SR 2 BIEfT
ubuntu 16.04 A RGNS AK, sS4
B h YRR /K 49 Xeon E3-1230 v3 CPU, 32 GB W
1%, 100Mbit/s M+, 250 GB Samsung EVO850
SSD+2 TB i & ¥ 4is il 5%« 4 & Ik 55 4% 16 A
VMware Workstation 12.0 124745 T BN, KH
ubuntu 16.04 #4E &%, BLE 2 GB WAE. 60 GB
i 5 7 1) LA B SRS AR RE 1A 8L CPUL It 2, SDN
PRI 28 E Fl RYU 4.2 JRAS, mEflAg # bl AL T
OpenvSwitch 2.5.0, iz4T OpenFlow 1.3 fitAS, Jf
H S JFU5 iptables-v1.4.21. Snort-2.9.8.2 1] 5%
fENT S 90 o

B 7 R SEae IR i e 5 & id. 3
H, EHL 741516 23 A H — AN B UL, iptables
BATHE —AERNL A, W H T B A




<68+ 28 15455 B 2 A AR

Uik

OpenFlow AZ#ALH mininet W AT TLE S 4h—
MBI . £ 3 4 OpenFlow AZ AL H 8% K TR
W o S TAET 204, dhid A0 H 2551 i 58 1n)
(st , I H 1P #uhkH =L id FIAgHebl id o

7 iptales Snort  Squid
: ——— /\

A o 2%

K7 sesedndh
Figure 7 Topology of experiment settings

F3 MR

Table 3 Forwarding rules deployed in switches
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3 udp 7 27 16 512 deny
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Table 5 Firewall rules (verifying policies across
network functions)

proto src_ip src_port dest ip dest port  action
tep 10.12.5.109 any 12.25.1.1 any deny
tep 192.39.1.0 any 31.73.244.5 any deny
udp 5.2.14.66 any 19.48.5.182 any accept
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Table 6 Performance overhead of policy verification
across network functions

ml% nl% mn/ %2 FHIE/ms
10 10 100 2
20 20 400 38
30 30 900 77
40 40 1600 129
50 50 2500 324
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